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MonoxxeHune 06 obecneyeHnn 6e30MacHOCTU NEPCOHaNbHbIX AAHHbIX MPU UX
o6paboTke B MH(OPMALMOHHbIX CUCTEMAX MEPCOHANbHbIX JaHHbIX

1. Hacrosiee Tonoskenne paspaborano Ha ocHose 11.21.4.3, ¢1.28 4. 1 c1. 9 DeepaibHOro 3akoHa
«O6 obpazoBanuun B Poccuiickoit ®enepaunm». Hacrosmee [lonokeHne ycTaHaBiIMBaeT
TpeboBanusi K obecrneyeHuio Oe30MaCHOCTH MEPCOHAIBHBIX JAHHBIX HpU HX 00pabdoTke B
HHGOPMALMOHHBIX CHCTEMaX I[IePCOHAIBHBIX JIAHHBIX, IPEJICTABIISIONIMX COOOH COBOKYIIHOCTB
MEePCOHATIBHBIX JJAHHBIX, COJAepIKAIIUXCS B 0a3ax JaHHBIX, a TaKke HHPOPMALMOHHBIX TEXHOJIOTUMH
U TeXHUYECKHUX CPEJICTB, MO3BOJSIIOIIUX OCYLIECTRISITH 00paboTKy TAKUX MEPCOHAIBHBIX TAHHBIX C
MCIIOJIB30BAHMEM CPEJICTB aBTOMATH3ALIMY (Jialiee - MH(POPMALMOHHbIE CUHCTEMBI).

[Tojl TeXHUYECKMMH CpeJICTBAMU, [O3BOJISIIOIIUMU  OCYLIECTRISITE 00paboTKy MEePCOHATBHBIX
JIAHHBIX, MOHHUMAIOTCSI CPEACTBA BBIYUCIUTENIBHOM TEXHUKH, WH()OPMALIMOHHO-BBIUUCIUTENLHbIE
KOMILIEKChI M CETH, CPEJICTBA U CUCTEMBI IIepe/iaun, rpuemMa u 06paboTK MepCOHANBHBIX JAHHBIX
(cpelcTBa M CUCTEMBI 3BYKO3AINCH, 3BYKOYCWICHHUS, 3BYKOBOCIIPOM3BENEHHS, [1EPErOBOPHbIE U
TEJIEBU3HOHHBIE YCTPOHMCTBA, CpelCTBA HM3TOTOBIEHUS, TUPAKUPOBAHHS JTOKYMEHTOB W JpyTHE
TEXHHUYECKUE cpeAcTBa 00paboTKuU peueBol, rpaduyeckoil, BuACO- U OYKBEHHO-IU(PPOBOi
HH(pOpPMALIUK), TIPOTPaAMMHBIC CPeJCTBa (ONEpallMOHHbIE CHCTEMbI, CHCTEMBI YIIpaBjieHust Oazamu
JIAHHBIX U T.I1.), CPEJACTBA 3allUThl HH(OPMALIUHY, IIPUMEHsIEMbIe B HH(MOPMAIHOHHBIX CHCTEMAX.

2.be30nacHoCTh MEePCOHATLHBIX JaHHBIX MpH uX 00paboTke B HMH(DOPMALMOHHBIX CHCTEMAX
o0ecrneunBaeTcsi ¢ MOMOIIBK) CUCTEMbl® 3ALIUTBI  [EPCOHATBHBIX JAHHBIX, BKIIOYAIOIIEH
OpraHM3alMOHHbIE MEpbl W CPEJCTBA 3allUThl MHGOPMALMK (B TOM uucie WHPPOBAIBHbIC
(KpunTorpapuueckue) cpeicTBa, CPeACcTBa MPEeIOTBPAIICHUSI HECAHKIIMOHMPOBAHHOTO JIOCTYIIA,
YTCUKH HMHQOPMALMH 110 TEXHUYCCKUM KaHANAM, MPOTPAMMHO-TEXHHYECKHUX BO3ICHCTBHI Ha
TEXHHYECKHE cpeacTBa 00pabOTKH  IEPCOHAILHBIX JIAHHBIX), a TakkKe HCIHOJb3YeMbie B
HHPOPMALMOHHON cucTeMe HWHQOPMAIMOHHBIE TEXHOIOTHH. TEXHWYECKHE M IPOTPaMMHBIE
CpeactBa JOJDKHBL YAOBIETBOPSTH YCTAHABIMBACMBIM B COOTBETCTBHH C 3AKOHOAATEILCTBOM
Poccuiickoit @eepanin TpeGoBanmsiM, 00eCTIEUHMBAIOIIINAM 3aIIATY HHPOPMALIHH.

Jlns obecrieuenust 6€3011ACHOCTH MEPCOHATBHBIX JIAHHBIX [PH uX 00paboTke B MHYOPMAIMOHHBIX
CHCTEMAX OCYILECTBISIETC 3amuTa peueod uHbopManuu u uHGOpManumu, oOpabaTbIBAeMOM
TEXHUYECKUMU CPEACTBaMHU, a Taloke MHGOPMallM{, NPEJACTABICHHON B BUAEe HH(DOPMATUBHBIX
“ DJIEKTPUYECKUX CHIHAJIOB, (DU3MUECKHUX IMOJIeH, HocuTenel Ha OyMacHOM, MarHuTHON, MarHuTHO-
OITUYECKOM M MHOM OCHORBE.



3. MeTtoanl ¥ crocoObl 3amuTel HHpOpMauy B HHPOPMALMOHHBIX CHCTEMAX YCTaHABIUBAIOTCA
DenepanbHOil CIyXO0H MO TEXHAYECKOMY M BKCIOPTHOMY KOHTPOIIO H denepanbHOR coy)0O0k
Gesonacuocty Poccuiickoii dejepanuu B Ipeeax uX MOJTHOMOYMH.

4. PaboThl 110 00eCIeYeHno Ge30IIaCHOCTH TIEPCOHAIBHBIX JAHHBIX TIpH X 06paboTKe B
HHGOPMAIIMOHHBIX CHCTEMAX ABISIFOTCS HEOTHEMIIEMOH YacThiO paboT 10 CO3IaHUTI0
HH(QOPMAIIHOHHBIX CHCTEM.

5. CpeicTBa 3aUIUTHl MHPOPMALHH, IIPUMEHSEMbIE B HHPOPMALIHOHHBIX CHCTEMAX, B
YCTAHOBJIEHHOM TIOPSIKE HPOXOASAT IIPOUENYPY OLUEHKH COOTBETCTBUS.

6. VHpopMam@oHHBIE  CHCTEMBl  KIACCH(QUIUPYIOTCS — TOCYJIApPCTBEHHBIMH  OpraHaMu,
MYHHLMIAIBHBIMEA OpPTaHaMi, FOPHANYECKIMH WMIH (H3MYECKAMH JHI[AMH, OPTaHM3YIOIMMH W
(WIH) OCYINECTBISAIONAMU 00paboTKy MePCOHANBHBIX JAHHBIX, & TAKKEe ONPEeIelIOIUMU Le/H 1
coziepikanme 06paboTKH HePCOHAIBHBIX JaHHBIX (Jajnee - OIepaTop), B 3aBUCHMOCTU OT 00beMa
00pabaThiBaeMbIX WMH TMEPCOHATBHBIX [AaHHBIX M YIrpo3 O€30MacHOCTH JKU3HCHHO BaKHBIM
HHTEpecaM JIMYHOCTH, 0OIIeCTBA U rOCyJapcTha.

[opsiok nposefenus Kiaccuukauy HHOOPMAIMOHHBIX CHCTEM YCTaHABIMBAETCS COBMECTHO
DeslepatbHoit Ciry:KOOH MO TEXHUYECKOMY M AOKCIOPTHOMY KOHTpomo, Dexepansuoit ciyxboi
6ezomacHocTH Poccmifckoit ®enepanun 1 MUHHCTEPCTBOM HH()OPMAIMOHHBIX TEXHOJIOTHH M
ces3m Poccuiickoit enepanyu.

7. OOMeH IepCOHAIBHBIMU JIAHHBIMU IIPH HX 00paboTke B HH(QOPMALMOHHBIX CHCTEMAax
OCYILECTBIISIETCS T10 KAHATAM CBSI3H, 3allUTa KOTOPBIX oOecneduBaetcs IIyTeM peaiu3aiiy
COOTBETCTBYIOMIAX OPraHU3ANMOHHBIX Mep M (MJIM) IyTeM IPUMEHEHUS] TEXHHYSCKUX CPe/ICTB.

8. Pasmemenue HH(IJOpM'dIIHOHHBIX CUCTEM, CHCIIHAJIBHOC 060py)f_[0BaHHt? Hn OoXpaHa ToMeIIeHul, B
KOTOPBIX BEACTCH pa60’1‘a C ICpCOHAIbHBIMM JIAHHBIMH, OpraHu3alus pexuma obecrieuenus
De30IacHOCTH B OTHX  IOMEHICHUSX  JOJDKHBI obecrieunBaTh COXPaHHOCTL H ocHuTenen
NEPCOHAIBHBIX JIaHHbBIX

Bo3MoxHBIe KaHankl yTeYKH HHOpoOpMaimH Tpu  oOpadoTKe IEePCOHANBHBIX JIaHHBIX
uHGOPMAIMOHHBIX cHCTeMax orpeneisitorcs DenepalbHOd  CiIyKO00H 110 TEXHUYECKOMY U
IKCIOPTHOMY KoHTpoaio u DepepanpHoit cayxboit Oezonacnoctu Pocemifckoll Deaepaunyn B
npejenax ux moJTHOMOYUH. :

10. Be3omacHOCTh MEPCOHAIBHBIX JaHHBIX TPU X 00paboTke B HHQOPMALKOHHOH CHCTEME
obecrieynBaeT OINEPaToOp WIH JIMIO, KOTOPOMY Ha OCHOBAaHMM JIOTOBOpPa OIEPATOp IOpYydaeT
06paboTKy NepcoHATBHBIX JaHHBIX (Jajiee - yrnojHoMoueHHoe Juio). CylecTBEHHBIM YCIOBHEM
JI0TOBOpa  ABJSIETCS  OOSBAHHOCTD  YIOJHOMOYEHHOTO JIMIA 00ecreunTh KOH(UACHIMANBHOCTD
[EPCOHANBLHBIX JIAHHBIX ¥ 0E30I1aCHOCTh TEPCOHANBHBIX IAaHHBIX Hpu ux oOpaborke B
MHGOPMALIMOHHOMN CHCTEME.

11. Tlpu oGpaBoTKe TEepPCOHATBHBIX MaHHBIX B HHQOPMALMOHHOH CHCTEME JOJDKHO ObITE
obecrieueHo:

a) TpOBEJECHWE MEPONPHATHH, HANPaBICHHBIX Ha MPEJOTBPAINCHNES HECAHKIMOHMPOBAHHOT".
A0CTYNA K HEPCOHATBHBIM JIAHHBIM U (MJIM) II€Pefaun MX JIMIaM, He UMEIOUIMM IIpaBa JocTyla K
Takoil nuHpopManum;

6) cBoeBpemennoe OOHapyxeHUEe (AKTOB HECAHKIMOHMPOBAHHOIO AOCTYHAa K (IE€PCOHATHLHBIM
JTAHHBIM;



’_—

OIIVIIICHHC BO3JICHCTBHS Ha TEXHUYECKHUE Cpeacrna HBTOMaTPIBI/IpOB&HHO.ﬁ ()6_[)360’1“1\’1’1
A TbHBIX A4HHBIX, B pe3ynabTare KOTOpPOro Moxer ObITh HapymeHo ux (byHKIIHOHHpOBaHHC;

BOCMOAHOCTD He3aMe UIUTeILHOI'O BOCCTaHOBIIEHHS EPCOHANBHBIX AAHHBIX, MO,IIPI(I)HHI’IpOBEH-IHbIX
HTH VHHYTOXKECHHBIX BCIIe/ICTBHE HeC'dHKLlHOHHpOB&HHOI"O HdocTyia K HUM;

i

A} DOCTOSHHEII KOHTPOJb 3a OﬁCCHequHCM YPOBHS 3aIMIICHHOCTH HEPCOHAIBHBIX JTAHHBIX.

I2. Meponpustus o obecrievenno GezomacHocTH HEPCOHAIBHBIX NTaHHBIX IPH MX 00paboTie B
#HQOPMALIHOHHBIX CHCTeMax BKITIOYAIOT B celst:

<) OOpeleiIeHHe yrpos 6e30nacHoCTy ICPCOHANBHBIX JAHHBIX TIPH X obpabotke. Bpopmuposanme
52 X OCHOBE MOZIEIH yTpo3;

pa3p3.60TKy Ha OCHOBe MOIeai Yrpo3 cucremsr 3aIIATHI HEPCOHATBHEBIX AAHHBIX,
C‘-"SSCHe‘iHBa}OJ’HGf/’I HCfITp&J’IHBﬂHHIO IpearnoaraemMpix yrpos ¢ HCIIO/IBL30BAHMEM MCTOH0B u
CrIoco6oB 3AIMUTH] HEPCOHANBHDBIX HAaHHBIX, I'IpeﬂyCM()Tp@HI-lle PIRIS:| COOTBC'I’C'TB}"IOHI@F() Krnacca
ZEH(pOpMaI.IHOHHBIX CUcTeM;

B) npOBepKy 'OTOBHOCTH CPEICTB 3allMTHI I/IH(i)OpMaIII/H/I K HCIIONB30BaHUIO C COCTaBJICHHUEM
JAKIOYEHU O BO3MOMKHOCTH UX a‘fccnnya’raunn_;

r) yC'l"EiH()BKy U BBOJX B IKCIUTY aTalHio CPEICTB  3al{HThI HI-{(DOpMRU,HH B CooTBeTCTBUH ¢
SKCTUIYaTallMOHHEON H TCXHUYECCKOH ﬂ()K}’MCHTEﬂIHCﬁ;

1) olyyenwe s, HCTIOTIB3YIOWMX  CPEACTBA  3aIUTEHI MH(QOPMAlAK, TpHMeHseMble B
HHOOPMALHOHHBIX CHCTEMaX, IIpaBHIIaM paGOThI ¢ HUMH;

3. Jlns paspaGorku u OCYLICCTBICHUS MEPONpPHSITHH 110 obecnieyennio  Gesonachocry
{ICPCOHATBHBIX AHHBIX TPH HX obpaborke B HHBOPMALMORHON cHeTeme ONIEPATOPOM TN
YIOTHOMOYEHHBIM JIHIIOM MOYKET HA3HAATECS CTPYKTYPHOE MoApasiescHue WIH TOIKHOCTHOE
THLO (PabOTHKK), OTBETCTBEHHIE 34 obecnieuerue GesonacHocTy [NCPCOHANBHBIX JaHHBIX.

14, Jluna, mocryn KOTOPBIX K NEepCOHAILHBIM AaHHBIM, obpabarbiBaeMbiM B HHPOPMALHOHHOM
CHCTEME, HEOOXOMHM IS BBIMOTHEHHS CILY)KEOHBIX (TpynOBBIX) obs3aHHOCTEH, AOMYCKAKTCA K
COOTBETCTBYIOIIMM MePCOHATHHBIM AQHHBIM Ha OCHOBAHHM CIIHCKa, YTBEPXKIACHHOTO omepaTopom
UM yITOJTHOMOYEHHBIM JIHIIOM.

15. 3ampocsr HOJb30BaTeNell MHPOPMaHOHHOH CHCTEMbI Ha NOJyyeHue [EPCOHAIBHBIX JIAHHBIX,
BKIIIOYAs JIMLL, YKA3aHHBIX B myHKTe 14 HacTosmero [Homoxenus, a Taxke daxTe npegocTaBienus
TIEPCOHANBHBIX TAHHBIX 110 3THM 3alpocaM perucTpUpyroTCs 4BTOMATH3UPOBAHHBIMM CPEJICTRAMM
UHQOPMAHOHHOM CHCTEMBI B 3JIEKTPOHHOM KypHajie obpareHuii. Counepxanne EKTPOHHOTO
KypHaita oOpatennit HUEpHOANYECKH npoBepsieTcs COOTBETCTBYIOIMMHU J10IKHOCTHBIMH JULaMu
(paboTamKamn) OTIepaTopa MM YIIOIHOMOYeHHOTO JIHIIA.

16. ITpn OOHapyKeHHH HAapyImeHnit mopsaka npenocTapienys TNCPCOHAIIBHBIX JIAHHBIX oreparop
WIH  YIIONHOMOYEHHOE  mmio HE3AMCIUIMTENIBHO  [PHOCTAHABIMBAIOT LIPEeIOCTaBIEHUE
[ICPCOHAIBHBIX  IAHHBIX TIOJIB30BATENISIM HHGOPMALUMOHHON  cHCTeMb] AO  BBIABJICHMS [PUYUH
HAPYINEHUH U yCTpaHEeHUS 3THX IIPHAYHH,

17. Peammzarms TpeboBaHMH N0 oGecnevucHmo OesonacuocTn MHQOPMAIMK B cpescTRax 3alHTh
HHGOpMaIMK Bo3naraercs ma UX paspaborumkos. B ortHomenun Pa3paboTaHHbIX MHUPPOBATHHEL.
'KPUOTOrpagu9eckux) cpencts  sammre MHQOPMALIY,  IIpe/HA3HAYCH LY st obecrieyeHus



DE30MaCHOCTH IICPCOHAIBHBIX JIAHHBIX TIPH  HUX 0613'&60’1'1(‘6 B HH(bOpMaIIVIOHHbIX cucremMax,

TPOBOIATCH TEMATHYECKHE HUCCIIC/I0BAHUS M KOHTPOJIBHBIE TEeMATHUECKHE HCCIIEIOBAHUS B LEJIAX
TPOBCPKH BRINOIHEHHS TpeboBanui 1o 6ezonacHocty uHdGopmanuu. [lpu ToM mox rematuueckumu
BCCTICIOBAHMAMH  TIOHHMAKOTCS Kpurrrorpauyueckye,  MEXEHEPHO-KpUNITOrpaduueckue  u
SUHATIBHBIC HCCICHOBAHMA CPENCTB  3AMTHL  MH(QOPMALUM M CIEHHATbHBIE paboThl  C
HYECKHMH CDPEICTBAMH WMH(OPMANHOHHBIX CHCTEM, a IO KOHTPOJILHBIMU  TEMATUYECKUMH
HCCICI0BAHMAMHE - ICPHOAMYECKHU IIPOBOJMMBIE TEMATHUYECKHE UCCIIEI0BAHUS.

KOHKDETHBIE CPOKM IIPOBE/ICHHS KOHTPONBLHBIX TEMATHUECKUX UCCIe[OBAHHI] OIPENENISOTCs
Dexepansroit cyx6oi HezonacHoctu Poceniickoit denepari.

I8. PesysbTaTel OLEHKH COOTBETCTBHMS M (MJIM) TEMATHUECKHX HCCIIEOBAHMM CPEICTB 3allUThI
HHOOPMALKK, IPEJHA3HAYCHHBIX A7t 0GecieueH s Ge30MaCHOCTH MTePCOHATBHBIX TaHHBIX IpYU KX
00paboTke B HH(POPMALMOHHBIX CHCTEMAX, OLEHWBAIOTCS B XOIE SKCIIEPTH3BL, OCYIIECTRIsIEMOH
DerepalibHOH Ciryk60H 110 TeXHIYECKOMY H OKCHOPTHOMY KOHTPOIIO H DenepanbHOl City k00
besonacHocTd Poceniickol Denepanuu B npeaetax ux moNIHOMOYH

19. K cpencrsaM 3amutel MHGOPMAUUM, MPEAHAHAUCHHBIM /Ui OOCCIEYEHUsS Ge30MACHOCTH
ASPCOHAJIHBIX AHHBIX TTPH HX 00paboTKe B MHPOPMALIMOHHBIX CHCTEMAX, MPUJIAraroTes MPaBHITa
A0-Ib30BAHUST STHMH CPEICTBAMHU, coryacoBanHble ¢ PegepanbHoil cryXGoH Mo TEXHMYECKOMY U
JECIIOPTHOMY KOHTpoJIO M Denepanboll ciyxboit GesomacHoctn Poccuiickoit denepaiyy B
fpesieriax UX IOJIHOMOYK.

3venenne }r’CJ‘IOBldFI IIPUMCHEHUS CPEICTB 3alllUThHI U i—l(‘l)OpMaLl‘I/l H, IPEIyCMOTPEHHLIX YKAa3aHHbIMU
IPaBHUJIaMH, COTJIACOBBIBACTCS C HYTUMHU (l)e]iepaﬂbelMl/I OprafHamM¥ HCIHOJHUTEJILHON BIIACTH B
apeaenax ux MoJTHOMOYMH,

20. Cpencra  3ammuThl UHQOPMAIWHK, TPEIHAHAYCHHBIC JUIS  OOECTICYEHHS Oe30MaCHOCTH
AISPCOHANBHBIX JAHHBIX IPH HX 00paboTKe B HH(OPMALHOHHBIX CHCTEMAX, TOUIEKAT YUETY ¢
HCHOJIb30BAHIEM  HHJICKCOB MIIM  YCIOBHBIX HAMMEHOBAHHMH M PETHCTPALMOHHBIX HOMEPOB.
[lepeueHb MHIEKCOB, YCNOBHBIX HAUMEHOBAHME M PErHCTPALMOHHBIX HOMEPOB OIpEeNACTCs
DeztepanbHON iy KOOH 110 TEXHHUECKOMY M YKCTIOPTHOMY KOHTPOJIIO H DenepasbHOHR ciyx00ii
desonacHocTH Pocenitckol Menepaliy B mpeesax ux noJIHOMOYNIL.

21. OcobennocTn pa3paGOTKH, NPOU3BOACTBA, PEANH3ALHE U OKCIUTyaTallUi (G POBATBHBIX
(KpHOTOrPadUIECKUX) CPECTB 3alUThl MHPOPMALMH W IPEIOCTABICHHS YCIYT 10 HAPPOBAHUIO
CPCOHAIBHBIX NAHHBIX 1IPH WX 00paboTke B MH(DOPMALMOHHBIX CHCTEMAX YCTAHABIHBAIOTCS
DenepanbHOi cirykG0M Ge30macHOCTH



